At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

| ﬂz What!Parentsi& Carers Need!tolknow about ]

- "ARTIFICIAL INTELLIGENCE (A1)
/ SOLUTIONS »

Al solutions are becoming|increasingly popular. Trained on vast datasets of text (such as books, articles and
websites) in/order.to learn patterns andrelationships, Al solutions can generate text, images, audio,
video, code or'synthetic data, and/can be used forthingsisuch ascrafting poems or books, creating

digital imagery or.delivering video content. Recently there’s been significant discussion in
relation to.the benefits and risks of Al solutions, with many undecided on whether it will be
a force for.good or. potentially reduce the need for some job roles.

WHAT ARE
THE RISKS?

ROOM FOR )
INACCURACY %,

=

LACK OF
ACCOUNTABILITY

Fundamentally, Al solutions
are machines or technology
programmes that don’t have the
ability to take responsibility for the
responses they generate. This could
lead to confusion or
misunderstandings in certain cases
if the answers are taken as given.
For instance, image-generative Als
can lead to output clearly derived
from other peoples’ content but
without any attribution to the
original source artist’s work.

Al solutions, such as language
models, generate their responses
Burely based on the data they‘ve
een trained on, which often
comes from sources on the
internet. Whilst questions will often
illicit relevant responses, if some of
the information they’ve been ‘fed’ is
incorrect, it follows that the answers °
too may contain factual errors or
inaccuracies.

REINFORCING BIAS @~
Al solutions, such as those p @

generating content or images, p
can perpetuate existing biases Y
present in the data they were
trained, whether through the
algorithms written by humans or
the content taken from the web.
This could easily lead to biased
responses and potentially reinforce
existing stereotypes, such as those
around gender, race or disability.

STIFLING CREATNITY

One of the potential risks of
children and young people
continually using Al solutions s
for things §such as their
homework) is that eventually,

they might become reliant on it.

In the IonP term, this could
potentially impact their

. development and hamper their

" ability to think creatively or solve
problems independently without
the aid of an Al tool.

INFORMATION

.| Alsolutions don’t have the ability
~ tounderstand the context or

meaning behind a question or a
user request. Although highly
advanced, the Al relies entirely on
the data it's been exposed to and is
devoid of independent thought or
reasoning, which could lead to -
irrelevant or even nonsensical : iy
responses to queries. 4

e

% o _> Advice for Parents & Crrs

=

CREATE A SAFE ENVIRONMENT

If possible, try to be around when your child

uses any type of Al solution and employ content
filters to try and reduce the chance of profanity or
age-inappropriate subjects appearing in responses.
As with any kind of technology, it's important to
ensure that children are using Al solutions
responsibly and to be there to enable opportunities
to discuss their use as part of a safe environment.

ENCOURAGE HUMAN INTERACTION

PROMOTE CRITICAL THINKING (@) DISCUSS BIAS

Explain to your child that Al solutions can be [ Talk to your child about the potential biases that may
used as one of many tools to help them research . be present in the data that Al solutions are trained on,
and learn, but that they shouldn't simﬁly accept @ and how these viewpoints might find their way into
the responses they receive as the truth. Encourage the responses that Al generates. Again, with many
them to question, verify and think critically about things children might read online, it’s healthy for

the information they get back — all of which apply them to consider whether the information is factual
equally to any website or platform they use. and presented fairly.

CHECK SCHOOL RULES

Not only should children supplement any use of software like Al
with additional resources such as books and reputable internet
sites, but they also should remember what they can learn from
interaction with other people. Discussing things with teachers,
relatives and friends isn’t just an important and often invaluable
aspect of learning - it's an essential part of life, too.

Meet OQur Expert

Gary Henderson is the Director of IT at a large boarding school in the UK,
having previously taughtin schools and colleges in Britain and the Middle
East. With a particular interestin digital citizenship and cyber security, he
believesitis essential that adults and children alike become more aware of
the risks associated with technology, as well as the many benefits.

Make yourself aware of any rules or guidance your
child’s school might have about the use of Al solutions. Most
software is still extremely new, so many schools may not yet have
a policy, however, it's important to make sure your child is aware of
how to use it appropriately and will be using it for the right reasons.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

” What Parents & Carers Need to Know about

CALL OF DUTY:
4 M

The Call of Duty (CoD) series is a worldwide gaming phenomenon, with millions of copies sold every year.
While 2021's release, Vanguard, wasn’t quite as well received, this latest entry - Modern Warfare Il = has
so far proved a massive commercial success. A sequel to the recent Modern Warfare reboot (and not

to be confused with the original Modern Warfare 2, from back in 2009), the game is an online

shooter which features — unsurprisingly,= extrem
WHAT ARE

the explosions and political nature of t
THE RISKS?

|

VIRTUAL VIOLENCE

Like most of its predecessors in the
franchise, Modern Warfare |l carries
an 18 age rutin%from PEGI (the
Pan-European Gaming Information
system, which assesses games’
content for suitubility). This means
players will encounter — according to
PEGI’'s wording — depictions of “gross
violence, apparently motiveless
killing, or violence towards
defenceless characters”.

POLITICAL SENSITNITY

Previous CoD games have

been accused of attempting to

“rewrite history”: failing to

correctly attribute alleged war

crimes to the US military, for example.
I The semi-fictional version of history

presented on screen can cause players

to misunderstand past conflicts and

the real reasons they took place. This

: could lead to young people developing
j \. adistorted, inaccurate view of world

ko= . politics.

AN ADDICTINE EXPERIENCE

Multiplayer mode in Call of Duty

titles revolves around levelling up S22
your character to unlock new @
weapons, abilities and equipment. “
The process is designed so that it ‘
doesn't take too It:mI(;';I to see an
improvement, and the feeling of making
meaningful progress can keep players
hooked for hours. It's easy for gamers of
any age to lose track of time, but
younger ones are especially susceptible.

= OFFENSIVE CHAT & MESSAGING

Most CoD players are likely to
spend the majority of their time x !
on Modern Warfare Il in online @
multiplayer mode. This entails
competing against — or cooperating 74
with — strangers on the online il
battlefield. The fast-paced, cut-throat
world of CoD means that
communication through the game's
voice chat and direct messages often
turns heated and aggressive, which
may upset younger players.
—

' IN-GAME PURCHASES

Modern Warfare Il follows the
‘battle pass” mode| of games
like Fortnite. For a fee — usually
around £10 - each 'season’ (every
three months or so), players will be
invited to complete extra challenges to
earn new weapons and equipment.
Different tiers of battle pass (costing
more money) enable them to achieve ;
this more quickly, while items canalso =
be purchased from the in-game store. =~ =~ = =
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L ‘ E> Advice for Parents & Carers <%

RESPECT THE AGE RATING SET SPENDING LIMITS (S

b
Based on accurately recreating combat situations, Call of Dut @ If your child is likely to be tempted by buying that ‘'must-have’

O
games are unflinching in their portrayal of war. Limbs are shot off weapon or item, consider removing your bank details from the ~
and explosions send ?ore flying, while the previous Modern Warfare console or computer to prevent indiscriminate spending — and an @
featured a Iengithy interrogation and torture sequence. With Modern unwelcome bill. Pre-paid cards could be an option for in-game
Warfare |l offering the same style of brutal realism, it's worth reiterating purchases, allowing you to control how much your child can spend in
that the PEGI 18 age rating is there for a reason. advance — and helping them learn the basics of budgeting.

T s

—__ : V4
== CLOSE OFF COMMUNICATION TRY OTHER MODES

Unless ther’re playing with their real-life friends, it may be If it seems that your child only ever plays Modern Warfare Il in
worth closing communication channels if your child plays Modern multiplayer, you could try out the Spec Ops mode with them —
"%y Warfare Il. There’s less of a team focus than in many other online é formulating strategies while enjoying each other’s company. You could

combat games and therefore no real need to interact with strangers. Call also ﬁlay multiplayer together, taking it in turns to ensure regular breaks.
of Duty fans can be intensely competitive, so even a single action by your
child could provoke a barrage of abuse from strangers.

V /_.
Meet Our Expert

Lioyd Coombes is Games Editor of technology and entertainment
website Dexerto and has been working in the gaming media for
three years. Along-time gaming enthusiast; he is also a parent and
therefore a keen advocate of online safety. Writing mainly about
tech and fitness, his articles have also been published on influential
sites including IGN and TechRadar, among others.

Another alternative is the game’s campaign mode, featuring bespoke
missions and scenarios which follow an overarching plot.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What{Parentsjk{Carers|Need|tojknowlabout!

«» CROSS-PLATFORM SHARING
OF INAPPROPRIATE CONTEN

3 a Creepy characters like Slender Man or Huggy Wuggy. Dangerous online challenges. Songs or videos that aren’t

suitable for youngsters. When things like these begin trending online, it can be difficult to prevent children
accidently stumbling across them — especially if they use a range of platforms, like online games, social
- media, streaming sites or messaging apps. A trend can originate in one online space and rapidly
spread to other platforms or via chat apps. The frightening Huggy Wuggy character, for instance,
W\-\AT ARE first emerged as part of a game on Steam; now there are parody songs on TikTok, videos on
T\‘\E R,SKS? YouTube and more than 45,000 results for #huggywuggy on Instagram.

- UNSUITABLE VIDEOS AND IMAGES

Anyone can upload footage to a
video-sharing platform, which has resulted

in clips that appear age-appropriate but o
actually aren,t) so innocent. qhe audience %

for Peppa Pig, for instance, is very young -
but there have been reports of Peplpa
cartoons with extreme violence spliced into
them. Likewise, footage of the razor-toothed

ame character Huggy Wu%gy has been
inserted into numerous child-friendly videos
(even on YouTube kids), scaring many young
viewers.

On a similar theme, there is always the = )
possibilit?l that user-uploaded video content Al
could include language which really isn’t -8\
suitable for children. The on-screen imagery \ >
may look child friendly, but if your child is -
wedring headphones, then you’ll remain
unaware of what is being said: some videos
- have featured songs containing explicit
language or characters graphically describing
violence.

COPIES OF LIVE STREAMS e

Social media and messaging apps can

inadvertently spread extremely harmful content

very quickly. Footage of violent attacks (such
= as the recent Buffalo supermarket shootings)
can often be viewed on multiple platforms as
people start to share the video. Moderators try
to react swiftly to remove upsetting content,
but the rate at which it goes viral makes it
difficult to prevent the spread completely.

- » g
vy
ACCIDENTAL EXPOSURE 1 3

Even if your child doesn’t have access to social
media platforms or video-streaming ﬁlutforms
(where the majority of issues arise), they might
still use messaging apps to communicate with

_ family and friends. There is always going to be

. arisk, therefore, of them seeing something
which isn’t child friendly: either shared by one =
of their peers or sent accidentally by a relative.

KEEP IT COMMUNAL

e ?é;r P

USE SAFETY FEATURES | 7 LESS IS BEST

Enable safety settings like Google Manage the number of online platforms Encourage your child to stay in a
SafeSearch and the optional restrictions your child has access to, based on their communal family space when
on video-sharing platforms like YouTube. age and maturity. Just because their they’re watching videos or playing ‘
Whenever possible, stick to YouTube Kids for friends use a certain game or app, it online games on their devices -
young children, as the software will help to filter doesn’t mean your child must have without headphones, if possible. This
out unsuitable content. Remember that filters it too. Follow the age guidelines for will make it far easier for you to keep
aren’t always enough to block all inappropriate games and apps, and check regularly one eye (and ear) on what they are

. material - especially when child-friendly videos that privacy settings are in place. seeing and hearing while they‘re

"4 have been edited maliciously. online.
F 7 L ) e Y T ‘r

AVOID FAN-MADE CONTENT REACT CALMLY SUPPORT AND REASSURE 45=§—"
If your child watches cartoons and If you hear or see anything unsuitable on / Remind your child regularly that anyone can post
shows on YouTube, spend time with your child’s device, calmly ask them to - anything online — and that not everything online
them making a playlist of videos that turn off the game or video in question. is real. If your child is sent something that scares

you’'re comfortable with them watching.
Always source videos from official channels,
as opposed to fan-made content: you can
never be completely confident about
material that another user has created or
uploaded.

Explain that they haven’t done anything or worries them, ask them to show you. Watch it
wrong, but that you didn’t like what you alone (to avoid unnerving them further), then

saw or heard and you would much rather . praise them for coming to you and talk about

they watched or played something else . what upset them. Recommend a break from their
instead. | device to do something which helps them feel =

" calm and happy. 15
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant at
BCyberAware, who has developed anti-bullying and cyber-safety.
workshops and policies for schools in Australia and the UK. She
has written various academic papers and carried out research for
the Australian government, comparing the internet use and
sexting behaviours of young people in the UK, USA and Australia. RN

Sources: http"s\:.//wﬁy‘lwkidspot.com.ou/po renting/youtube-fail-makes=peppa-swear-like-a-sailor/news-story/38c040b8026¢926dd2d00309aci604d7.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about:

Fortnite [nax_lc;ejsqrpething of a\veteran injgaming terms (having launched backin 2017); butiitremains
massively,popular= with morethan250/million]people playing online every;monthiThat:s/partially
due to the competitive nature/ofits plqyer.—vs-.plqyer|combqt, itspop culturs,crossovers and its

W\-\AT ARE constantly, shifterg map:iSignificantiupdatesiarerolled O}JtA\I.\;ith eachnew \!sr}:.ion ofthe gamei =
T\'\E R,SKS? — known/as ’clr?_qpter_s' —Jand within|these sit shorter"sleasons', which bjing more subtle ||
) changes. Thellatest iteration, Chapter/4 Season'2, adds a/cyberpunksthemed city and L n

. ( = 1 N g 1 e
anime:-style areas, for.example, along with new,weapons’and characters!
y i - .

Dex*xs

CROSSPLAY AND
PARTY CHAT

Fortnite is popular with vast numbers
of gamers ... of various ages.
Crossplay lets friends play with and
a%qinst each other, regardless of
whether they're on an Xbox,
PlayStation or PC — while party chat
allows them to communicate during
the game. This chat feature can also,

ALWAYS ONLINE

There’s no single-player offline
mode in Fortnite: it can only be Q) -
played online. Internet access can J—
sometimes be an issue when you're

out and about (both in terms of . et
connectivity and usir:jg up data), so

you may find that dedicated young
Fortnite players are often less
enthusiastic about trips away of a

certain length — such as days out - therefore, put youngsters at risk of
and holidays — than you might have ‘ hearin? inappropriate language
expected. from older players in the heat of

virtual combat.
| B 14l Bl
' VIRTUAL VIOLENCE " ™

At its core, there’s no avoiding

that Fortnite is about shooting
other players to eliminate them.
That said, there's no blood or gore:
the violence is generally rendered in
a cartoonish style, and there are
frequent comical touches to lighten
the mood (fishing mini-games, for
example). The machine guns,
shotguns and other weapons often
look and behave realistically,
however, so discretion is advised.

W leAal m
FREQUENT UPDATES °

The game’s developers release v

content in ‘seasons’ that usually ~

run for around ten weeks. Each

fresh update sees items added to

the in-game store, changes to the

environment’s map and a different

over-arching theme (such as

‘medieval’, ‘pirates’ or 'pqrt?l'). These ‘

regular renewals help to hold

players’ interest — but also give =
oung gamers plenty of reasons to v
eep returning to their screens. l |

IN-GAME COSTS =i I

Fortnite is free to download and
play, but it does offer various
additional purchases — cosmetic

skins, rare weapons and so on —

which don’t really impact on

gameplay, but can cost quite a

significant amount. These items are

bought with gqme's currency,

V-Bucks — which can be earned

through playing, but are also often

purchased from the game’s store for

real-world money.
0o u‘ /

" POPCULTURE *®
REFERENCES * -

Part of Fortnite’s appeal is its
ongoing crossovers with other
popular franchises, ranging from
movies and TV shows like The
Walking Dead to comic book
characters including Batman to
other games such as Street Fighter.
This means you could find your child
asking questions about the creature
from Alien or who Geralt from The
Witcher is a little sooner than you'd
possibly anticipated.

L

5 Advice for Parents & Carers - Euﬁ'l :

__ = y/ :
MATCH GAMING TIMES e SET SPENDING LIMITS < 3/ / (’ USE UPDATES AS REWARDS @

Younger players tend to want to play Fortnite Fortnite’s rotating store is a not-so-subtle PN Fortnite's seasonal upd e?re\e -buteach =
~alongside their friends. With this in mind, it could be mechanism for coaxing players into splashing out also brings the option of a ‘battle pass’, unlocking
i 1\;vgg‘speaking to the parents and carers of your on those sought-after items before they disappear exclusive rewards for playing thegameand
_—child’s social group and trying to coordinate their again for weeks. This d potentially lead to completing set challenges. passes cost around
gaming around certain hours of the day. Safety in surprise outlays on your card if your child is tempted £8 (and are available as part of larger bundles) and
numbers is obviously a factor here, but it will also help into an impulse purchase. You could consider setting can be an effe eward to young Fortnite fans for
your child feel that they're getting adequate up a prepaid card for them to use - or ensuring that good behaviou cademic performance, or as an
opportunity to socialise with their friends online. any online purchases require flt authorisation. incentive for chores like tidying their room.
[ ; ;

ENJOY FORTNITE TOGETHER g

Fortnite also offers split-screen gqmeplax, meaning that

- two people can play simultaneously via the same TV or computer. >

t's ideal for siblings or when your child’s friends visit — but it also ’
an opportunity to spend time doing something fun with your \

also being able to make sure they're playing the game safely.

ou might even teach them a thing or two!

BE WARY OF SCAMS

The immense popularity of Fortnite with more trusting younger
audiences means that there’s no shortage of scammers looking to
fraudulently obtain gasswords and other personal data throug
techniques like phishing. As the developers point out on many of Fortnite’s
loading screens, they never ask for a player’s account password outside of
the game: make sure your child knows this.
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Meet OQur Expert

Lioyd Coombes is Editor in Chief of gaming and esports site GGRecon and
has worked in the gaming media for around four years. A long-time
gamer, he is also a parent and therefore a keen advocate of online safety.
Writing mainly about tech and fitness, his articles have been published
on influential sites including IGN and TechRadar.

HWakeUpWednesday

y @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety ¢J® @national_online_safety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.04.2023



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

- What Parents & CarersiNeedto)know about ,.

HOW/TO COMBAT/
JLINE'BULLYING)

Defined as “ongoing hurtful behaviour towards someone online”,
cyber-bullying makes its victims feel upset, uncomfortable and unsafe. In the digital world,
it has numerous forms — such as hurtful comments on a person’s posts or profile; deliberately
leaving them out of group chats; sharing embarrassing images or videos of someone; or spreading
gossip about them. Cyber-bullying can severely impact a young person’s mental health ... so, in
support of Anti-Bullying Week, we’ve provided a list of tips to help trusted adults know what to look

for and how to respond to it.

1. GET CONNECTED 7’;

Plazlng online gamgs tog ether
 with your chi dotf connectlng
i

. with them o ial media (]
(providin y're old enoug h is
not only t also an exc llen

way of establishin \sqme o

Depending on their age, your

. child might not want a parent

‘fighting their battles for them’.

, In that case, talk through their

‘\ u B options with them (blocking the
perpetrator, deleting the app and

' ground to di s u-',v . soon).B qllowmg your child to
‘gg th seen o m ne as weJI ! choose the path they take, you're
3 '_gg I%‘g who your { | putting them in control but are also
!}:- * child communlc ing with in . | demonstrating that you're there to /
the d lworld. J h support them qlong the way. /
B e el - - -'Alh - '

2. KEEP TALKING ) 7 REPORT BULLIES ONLINE

, - Regular chats with young people
'::-"_: about their online lives are good
“* practice in general, but they can
« also be an excellent refresher to
help prevent cyber-bullying
situations. Topics you might want to
revisit include why it’s important to
only connect online with people we
know and trust, and why passwords
should always remain secret (even
} from our best friends). :

app or game in

4 ly with screengrabs
27—“' to supportt eir omplalnt Most
: games and apps h rting tools
\ Q. ¢ specifically to stam usive
P behqwour and -, otect users

/ 8. ENCOURAGE EMPAT\-W |
U Protecting themselves online

ol

& P ' 3. STAVVIGILANT ® 3

A 0bserve ourgchlld while they r!f
e usrn tec noIogX qnd just’"afte,(
: they ve used it. Are t y uctlng
- normally, or out of ¢

 Possible signs of a probl may \
include seeming quiet or i
W|thdrawn jumpy or anxious, angry
or repeate checklng their phope
When you feel it’s the right time,
you may want to check in with
them to see if everythmg is OI(\

m:'

'y 4, MAKE YOURSELF AVAILABLE }

If an online bullying incident does
7] occur, it may take a while before 4
_é your child is reod to open up about

what happened. Just gently remind §
* them thq they can always come to *

You with any problems - and that

hey won’t be'in trouble.

You might also suggest a

trusted family member they
. could turn to, in case they feel

too embarrassed to tell you

directly.

S. BE PREPARED TO LISTEN

/' When conversations about onllne
bullying do take place, they're
I|keI to be difficult, emotional and
settln for both you and your
ild. Ac |veI)LI|sten to your child
e whlle they’re bringing Kou up to
- . speed, and try not to show any

is the priority, of course, but
young people should also feel
empowered to help if they witness
‘ other people falling victim to

f

cyberbullying. Even if they don't feel
confident enough to call someone
out on their abusive behaviour
online, they can still confidentially
report that person to the app or
game where the bullylng occurred.

9. SEEX EXPERT ADNICE

, Victims of online bullying

frequently experience feelings
of isolation and anxiety, a loss of

... self-esteem and potentially even
'F thoughts of self-harm or suicide. If
=

}

oy

you think that an incident of .
Kber bullying has affected your i N
ild’s mental wellbeing, then seek
psychological support or them.

Th are some useful contact '
' deU the central pcmel below. =

/0. lN\IOL\lE THE AUT\-\ORIT IES

If the nature of any online
bullying makes you suspect (.

Childline: talk to a trained counsellor on 0800 1111 or online at Itrr‘\qc:rt]%c;unrtcphr:;psIl‘s;qglednaur:rézly_ln

www.childline.org.uk/get-support or if there are any signs
National Bullying Helpline: counsellors are available on 0845 225 5787 ' whatsoever of explicitimages

FURTHER SUPPORT AND AD\HCE

If you or your child need additional help with an online bullying issue,
here are some specialist organisations that you could reach outto. -~

__ judgement or cr|t|C|sm = or by visiting www.nationalbullyinghelpline.co.uk/cyberbullying.html being shared as part of the
-fa:v 'if they haven’t dealt \ | bullying — then you should gather
3 with the situation in exactl = The NSPCC: the children’s charity has a guide to the signs of buIIylng at ‘ any relevant screenshots as
<. the way you would have www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and- ~ evidence and report the incidents
b hope cyberbullying/ and can be reached on 0808 800 5000 to your local police force.

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and
cyber safety policies for schools. She has written various academic
papers and carried out research for the Australian government
comparing internet use and sexting behaviour of young people in
the UK, USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many devices which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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@ What Parents & Carers Need to Know about

IPADS

Apple debuted the first iPad in 2010, kickstarting the tablet market, and it remains the best-selling tablet to this day.
Although Apple doesn‘t offer a child-specific version, iPads are hugely popular with youngsters due to their ease of
use and endless choice of apps. There’s a selection of models, with different-sized screens and distinct features
- including the standard iPad; the iPad Air; the iPad Pro; and the iPad mini. Thankfully, they all offer
WHAT ARE parental controls so you can regulate how your child uses the device .. and how long they spend on it.

THE RISKS?

of

v
’
h . INAPPROPRIATE €0)
CONTENT S

Even if it would never occur to

PHYSICAL DAMAGE

While some tablets (such
as the Amazon Fire Kids
editions) come with rugged
shock-proof cases, iPads -
aren’t built for rough and
tumble. They're also more expensive
than most other tablets, and any :
dqmage your child’s iPad suffers
~ could be costly to repair. Buying a
. child-friendly case and screen
protector for the device could be a
wise move, especially if it's being
i used by younger ones.

our child to go searching online Lo
ora e-inapprogriqte sites, apps
t

or information, there's always a
possibility that something
unexpected — perhaps a video that
auto-plays or content incorrectly
suggested by an algorithm — could
appear on their tablet and upset
them. You can help prevent this by
adjusting the content settings (see
our ‘top fips’ section below).

)\ i

SIRI SUGGESTIONS e

The parental controls built

into i0S (the fundamental
operating system of Apple
devices) enable you to block
access to most age-inappropriate
content — but your child could
potentially still bypass these
restrictions (either accidentally or
deliberately) by using Siri, Apple’s
voice-activated digital assistant.
To avoid this, toggle the ‘Ask Siri’
functions to ‘off’ in the iPad’s

' settings menu.

Like most digital devices, tablets ( '
have the potential to become quite
addictive. You might find your child
spending too long staring at their

»  iPad, which could lead to irritability,
mood swings and a loss of interest
in more important tasks. If this
happens, be sure to visit the built-in
screen time settings and ensure
you limit how long they're able to
spend on the device each day.

?' "

ENABLE FAMILY SHARING 2 & &
AN

Before letting little ones loose on an

i»

APPLY SOME LIMITS

The ‘Downtime’ function allows you to tell

%
min &
>

(o ¥
" STOP ACCIDENTAL SPENDING [ &~
[ ]

To empower your child with an increased sense W ?
J

iPad, it's a good idea to set up Family the iPad to lock itself at certain periods (at of freedom on their device (without giving yourself
SharinP, as this lets you utilise the parental . mealtimes or before bed, for instance), while ‘App | something else to worry about in the process) you
controls to manage exactly how your child is able ¥ Limits’ removes access to certain apps once they've could enable the iPad’s ‘Ask to Buy’ feature. @,
use the device. You can do this fairly easily by going been used for a specified length of time each day. The Whenever your child tries to download or buy an app,
into the iPad’s settings; once there, you'll be able to iPad can display a reminder when these limits have game or product, the iPad sends you a request to

add an existing Apple account (if your child already nearly been reached, letting your child mentally approve (or deny!) it. This option only becomes

has one) or set one up from scratch. prepare for the end of their gaming or viewing time. available if you've set up Family Sharing.

SET CONTENT AND PRIVACY RESTRICTIONS

The parental controls can stop the iPad from displaying explicit or Just like the iPhone, Apple’s iPads have ‘Find My’ software to
age-inappropriate content (in apps like iTunes and Safari, for help you locate your child’s iPad - or indeed, any linked Apple
instance) when Kour child is signed into their account. You'll also be devices that have gone AWOL, including phones, watches and AirPods. If
able to restrict the capacity to download and install apps, and you can ou enable ‘Find My’ in the settings menu, it will display the last known
specify permissions which prevent children from changing the iPad’s ocation of an iPad that’'s been mislaid, as well as giving you the option to
privacy settings once you've selected them. lock a missing iPad that you suspect has been stolen.

TRACK IT DOWN
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What Parents &(C

™ Marketed as increasing a player’s enjoyment of a game, loot boxes are usually purchased or given as

' rewards. When opened, they unlock items for use in the game, such as better weapons or new characters ,

to play as. Loot boxes feature in many games and are therefore available to various age groups. They >
have often been criticised for emulating gambling: the odds of unlocking certain items can seem "
astronomical, while the money being spent is often high compared to the potential reward.
It's imperative that trusted adults understand the risks that loot boxes can pose.

MOUNTING COSTS

A

<
Loot boxes can be bought with

in-game currency or earned as

g rewards for completing tasks — but many | 4 f

4 of them are paid for with real money. '
Prices vary from game to game, and

urchases can stack up quickly. It's easy

or children to overspend on loot boxes,
especially if they really want the item on
offer — a recent study found that 31% of
young gamers were unaware loot boxes
actually had a cost at all.

u = 1
POTENTIAL ADDICTION -~

The sense of anticipation, and the
feeling of joy when unearthing a rare
or badly wanted item, can make
opening loot boxes very addictive. As
the boxes give out semi-random items
which vary in usefulness or rarity,
players often end up striving for the less
common items — as well as chasing the
‘buzz’ of finding one. Loot boxes can be
compared to scratch cards, delivering
similar highs and lows.

YhaNhah\\ l

o

Advice for Pafen & Carers <

Because loot boxes cost money for the
chance - but no guarantee — of scooping
a big reward, it's easy to see the link to
gambling. Players spend a set amount of
money, with no idea of what they’ll get in
return once the loot box is open:it could
be the best item in the game, or the worst.
Many games are beginning to phase out
loot boxes completely to avoid breaking
local gambling laws.

(Hewl us
ADVANCED SCAMS vV

Most games don‘t let glayers trade the
items they get in loot boxes, but a few
titles do allow exchanges with other
gluyers. This could lead to young gamers

a

eing tricked or harassed into trading .
items they paid for or won fairly. Rare
items from some games can be quite  *
valuable and are bought and sold on the

‘grey market’, using external sites — f\
leaving children vulnerable to being ., /
scammed.

'\U’
1 N

-

. T e
CONSIDER THE ODDS it

It's a smart move to check the odds on the items in the loot boxes,
to see how hard it is to find a particular reward. Show your child
and explain to them whether it's likely (or not) that they’ll find the
item they want inside the box. Of course, there’s a sizeable element
of chance - but if an item says it’s likely to drop once out of every
10,000 boxes, it's wise to adjust your child’s expectations.

| . 2=
USE PARENTAL CONTROLS

Most video gaming consoles, as well as the individual games,
allow parents and carers to place purchasing restrictions on the
child’s account. This is an effective way to avoid overspending or
prevent children from buying any loot boxes in the first place. Not all
games offer this feature, so it’s best to investigate your options on

each new game before your child starts playing it. )i _J
Meet Qur Expert |

Daniel Lipscombe is a writer specialising in technology, video gaming, virtual
reality and Web3. He has also written 15 guidebooks for children, covering
games such as Fortnite, Apex Legends, Valorant, Roblox and Minecraft. With
work published by the likes of PC Gamer, Kotaku, Pocket Gamer and VG247, he
has reviewed more than 50 games and products over the past year.

RESTRICT SPENDING S

Even if you're happy for your child to purchase loot boxes, it's safest to
restrict how much they can spend. Options include adding a temporary
pqgment method, or making sure they ask permission first. If a credit or
debit card is linked to the gaming account, excited young players could
sooh run up an eye-watering bill. Ensure your child recognises how much
each box costs and understands that they’'re using real money.

DISCUSS THE RISKS

Be open with your child about how much loot boxes (and individual item
purchases) cost and how the system works, in terms of probability. If a
child realises it’s unlikely they’ll get that rare reward, the?f| may prefer to
spend their money on a guaranteed item - like a skin in the online store -
instead of gambling on a loot box. Outline how other people might try to
exploit online trading systems to steal their valuable items.
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were claiming'that/morejthan|half]c drenlin[theJUSA\play;ityAs[alsandboxititle}}

Roblox offers a huge'amount/of/creative|freedom:|it/lets/playersicreate theirlown i
‘g}aming experiences with'the]RobloxStudiojto]build(custom|levelsland[game

‘which can then be shared with{other/playersionlinelRobloxfosters[creative

thinking and enjoys alrobustonline/community/of.fans

’ i Q

e e :
' AIE _Roblox is one of.’t_'epopular video/gamesjonithe/market’By;2020/ the

" ONLINE DATERS

These are also called ‘ODers’
and are quite common in Roblox. An

ODer is an individual who joins a game with
the intention of findin? someone to date
online - and eventually meet in person. Such
online dating is against the Roblox
community guidelines, but this usuall
doesn’t deter ODers. Some player-built
Roblox game worlds have even been
designed with online dating specifically in

IN-APP PURCHASES L @

Roblox is actually free to download

Roblox encourages players to

CONTACT WITH STRANGERS )
, communicats onlins (includinga . "

children to risks such as scammers, online G =
predators, harassment, griefers and more. :
|
|

The in-game chat has some filters, but isn't
perfect: players can still send harmful
messages to others — such as scam links or
general hostility — while predators can reach

out to children directly. |

B A
PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to play exclusively
with their friends, but this costs money.
Most Roblox players will instead be on
public servers that anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from
strangers than others.

N

| and play, but bear in mind that

there are some hidden costs. Players
are encouraged to make purchases

in the game, for example, using real
money. People can also buy extra
Robux (the in-game currency) to
spend on cosmetic items in the game,

while it's possible to purchase a private

or VIP server. %

P

"
% Advice for Parents & Carers (

] . N : .l.'l'l"" T~ T Y w ~ T
SET PARENTAL CONTROLS : )? DISABLE PRINATE MESSAGING PRINATE SERVERS

Roblox comes with several parental control options, '8 Roblox's private messaging function raises the If your child has some genuine friends to play Roblox
which are explained well on the game’s official risk of children being contacted by people they online with, paying for a private or VIP server decreases
website. It's essential to enter the correct date of birth . may not want to speak with — potentially x the risk of contact from strangers. Even then, however,
for your child, as that allows Roblox to automatically . leading to buIIying, harassment, toxicity and « Some pla)I/ers could invite other people — who might not
@ apply the appropriate chat filters. The game also scam attempts. The game allows you to disable necessarily be child friendly - into the private server. If
allows parents and carers to set monthly spending messages from anyone who hasn't been added your child is a Roblox fan, it's important to talk with them
restrictions and monitor their child’'s account. as a friend on your child’s account. regularly about who they are playing the game with.

' AT . N o ~ 1% 2
MONITOR SPENDING { DEALING WITH STRANGERS
If they don't understand they’re using real money, it's easy for At some point in their development, your child will need to “
learn how to deal with strangers online. Show them how to ¥ \

children to accidentally spend a sizeable amount in the game. e WU *
block and report any users who are upsetting them or asking ¥

Using parental controls to place limits on their spending will help
uncomfortable questions. Talkin? to them about what's OK to discuss %
1

avoid any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it - and what they should never tell a stranger online - will help them
understand how to communicate with other people online safely.

harder for your child to spend money inadvertently.
- — ‘/ B N v

i o o
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Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
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game development and writing non-fiction books.
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What Parents & Carers Need to Know about &

SETTING UP APPS, GAMES
- ° ANDSOFTWARE

Millions of new phones, tablets, laptops and games consoles will be nestling under Christmas trees this
year. However, even if parents and carers have gone to the trouble of setting up these new devices and
enabling the safety features, there are still potential hazards in the apps, games and software that
children will want to install and use. Knowing what to look for and discussing those risks with your child
may help avoid any nasty surprises this Christmas. Here are our top tips for ensuring that unwrapping
this year’s presents doesn’t unleash any unexpected dangers.

TAKE NOTE OF AGE RATINGS

Back when most games were

* boughtin shops, checking the age
rating was easy: it was on the front of
the box. Now that most games are
downloaded, it’s tougher - but not
impossible. All reputable download stores ’r
show a game’s age rating at the point of i
purchase, and you can check the suitability s

CHECK THE SPECS

To avoid let-downs, check a
game'’s specs before buying -
especiall'y for PC or Mac, where
games often need a particular
graphics chip or processor to work.
Sites like systemrequirementslab.com
¢ can scan your computer to see if it will
run certain games properIK. On consoles,
e

" of a specific title your child wants to play at _I_,f' “ make sure you're buying the right version:
videostandards.org.uk/RatingBoard/games. Y 4 ~ some newer Xbox or PlayStation games
- = f
&

won’t play on older consoles.

o T L

MONITOR IN-GAME COMMS

Voice chat with friends is part
of the fun of modern gaming -
but danger lurks here too. Many
, titles have open chat systems,
4 meaning that children could speak to
" strangers or hear adult language and

¢ verbal abuse when games get

y Particularly competitive. Using a shared ‘
amily arega (as opposed to alone in

bedrooms) for online gaming is a good
way to keep an occasional ear on what's
being said.

BE WARY OF GIFTS i

Titles like Roblox, Minecraft and r 15.1

Fortnite have in-game currencies, )
_ which can be earned through u
Erogress in the game - but can also
e bought with real money. A common
scam is for a young player to be

" ‘FREE’ ISN'T ALWAYS FREE

The games market has changed p .
radically in recent years. Many |~
titles are free to download, but then o

tempt (quyers to pay for cosmetic

~

items (as in Fortnite) or to unlock ‘ o
"~ additional content. There can be huge D e
peer pressure for children to pay for these
items. Agree a budget for in-game
purchases before the game is downloaded,
and make sure children can’t authorise
in-game purchases by themselves.
T

DISABLE IN-APP PURCHASING

It's not wise to leave children
with devices that can make
in-app purchases without your
permission. Ideally, set up computers,
consoles and phones so child accounts
need an adult’s authorisation to buy
anything. On shared devices (like iPads,
which don’t allow user qccounts), check
the settings to ensure that in-app
ﬁurchqsing requires the account

older’s password, fingerprint or face ID.

;

offered currency if they click a link, visit
a certain site or contact another user
directly. Warn your child about such

N\ 0 | offers; they should show you if they’re
_ ’\ in any doubt over an in-game gift.

®

APPS ARE AGE RATED, TOO CONSIDER STORAGE ;‘ WATCH OUT FOR IMITATORS ‘

[ 4
Like games, apps in the major stores have ‘d Most apps and games will tell you in

4 a%e ratings, too - so you can see in advance the online store how much space they need
w

Even in the official stores, untrustworthy
rogue apps can slip through the net.

ether an apﬁ’s appropriate for your child. on a device. Check this carefully — especially Common tricks are apps or games that have 1orTA%

Additionally, phones’ parental control settings with games, which can run into hundreds of a slightlx different name to the genuine article
allow you to set age limits, preventing young ones megabytes and beyond. If you don’t have enough (Fortnight rather than Fortnite, for instance) or
from downloading unsuitable apps themselves. free storage on a device to run the game or app, use logos which deliberately look very similar to
These ratings aren’t infallible, however: we've seen you won‘t get a refund from the store. You can the official app. To avoid downloading these
TV apps featuring adult shows with an age rating normally check a device’s available storage space imitations, read the app’s description and check
of 3, for example. through the settings menu. who the publisher is listed as.

LEGAL APPS THAT BREAK THE LAW IN-APP REGISTRATION w0 o STAY UPDATED
There are many apps that are perfectly legal but It’s common for apps and games to @ Most games and apps are subject to regular
enable illegal activity — streaming apps which let ask users to register: entering personal updates, which not only offer new content and

eople watch football matches, say, without paying details like email address, date of birth and features but also provide critical security )
or Sky or BT Sport. Prosecution for using such apps = other information you might not want your child improvements. Children tend to ignore such
is rare, but they can lead to risky behaviour like to divulge. Ask them to get your permission updates — usually because they don't 59
viewing rogue streams on sites teeming before giving any personal info to an app — and understand why they're important, or they @ @
with malicious links. Watch for children consider using your details rather than the child’s, simply want to get straight on with gaming.
installing unusual apps with ‘TV’, so they’re not targeted by marketing spam or put Check your child’s devices periodically to
‘stream’ or ‘sport’ in the name. at risk of having t make sure these updates are being installed. ‘ '
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Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's appeared regularly as
a technology pundit on television and radio, including on

Newsnight, Radio 5 Live and ITV News at Ten. He has two children
and has writes regularly about internet safety issues.
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What Parents & Carers Need to Know about

SETTING UP NEW DEVICES |
“- FOR CHILDREN

At Christmas, millions of lucky children will be excitedly ripping the wrapping off new phones, tablets, computers or
consoles. However, in the rush to let young ones enjoy their shiny gadgets, many parents neglect to set these devices
up safely - increasing the chances of children going online and stumbling across adult content, making expensive
downloads or installing unsuitable apps. A little time configuring the device properly can save a lot of anguish-later.
Here are our top tips to ensure that a dream gift on Christmas morning doesn’t turn into a nightmare by New Year.

B - ; |
SETANADMINONPCS

-

I pASSCODES FOR IPHONE/IPAD —

If your child’s getting their own iPhone or o\ c m
¢ iPad, you can set parental controls that S ‘. ) _ Wing | laptops, Ty
make it difficult for them to access \\"' 3 ! ST . sye?'ur
~-.. inappropriate content or download 4 countiol'd B admin

expensive apps. Once the device is "

set up, go to the Settings app and tap )

Screen Time, then select Use Screen l

Time Passcode and enter a ;
__ passcode. Keep it to yourself X X ¥

so your child can’t switch the *

protection off.

l '.T‘

SCREEN TIME SETTINGS ON ol
IPHONE/IPAD

4
Once you've set a ‘d ;
Screen Time Passcode,
you can adjust various | -
safety settings. You could, for

example, only allow communication
with people from the Contacts app, place
restrictions on App Store purchases and
quly age limits to movies, music and
web content. There are many more
protective options available within the
Screen Time settings section.

|

|
FAMILY LINK FOR ANDROID

Parents can manage Android

phones and tablets, as well as

Google Chromebooks, through

Google’s Family Link app. y

This gives your child some '

independence (and their own

Google account) but lets parents

monitor which apps are being used,

set limits on content and ensure that

parental permission is required to

install apps. Look for Family Link in the
=) Google Play Store.

R '
ADD A CHILD TO FAMILY LINK

The easiest way to add a child’s device
to Family Link is to set it up with its own
Goo%le account. It’s a good idea to
create this before they use their new
phone, tablet or Chromebook. Once
they're logged in, open the Family
Link app on your phone, press ‘+’in
the top right and add a new family
member usinq their Google
account details. Then follow the
on-screen instructions.

y FAMILY SHARING ON A MAC

Families using a Mac get similar

on the devic ou’re booting

up a new fa C or a child’s
own device, set it up using your
\ own account details and you’ll

become the admin by default. The
set up children with their own separa
account: Settings > Accounts > Famil
_ Other Users > Add Other User.

‘s account has
arent admin

en time, the tLpe l
Fps that can be

ilters and more. »
] ludes reporting

tools which, for example, can email

you with a weekly summary of your
| child’s activity on the device.

P REAT AN XBOX LIKE A PC —

: \ The same control settings you x ‘
B\ use for a PC can be used to apply
parental controls on an Xbox.

Again, once Kour child is signed into
the Xbox with their own account, you
can then monitor and regulate their
activity from a PC or web browser.
Microsoft’'s dashboard allows you to
| manage voice communication through
. the console: so you can limit who can
. contact your child, for example.

O T T T
INSTALL XBOX FAMILY SETTINGS

If you don’t have a PC, but your child

does have an Xbox, it might be easier to

use the Xbox Family Settings app for ~
iPhone or Android. Here, you can restrict "‘
console screen time (particularly handy

if the console is in a bedroom), restrict
communication and monitor the types

of game being played. There’s also a

feature where you can allocate spending
money for games or in-game purchases.

STAY VIGILANT

It's important to remember
that none of these methods .

If you’re planning to implement

screen time options to iPhone and any kind of restriction or protection

* iPad users. Again, if you're setting settings on your child’s new device, is 100% foolproof. Nobody will
up a Mac for a child, make yourself we'd recommend having a discussion ever invent flawless filters or
the main admin and add them as a user. with your young one first about what arental controls — not least
This is handled through Apple’s Family T these controls do, and what they are ecause what’s unacceptable to some parents
Sharing service, which not only allows you to i * for. If you try to impose parental controls is perfectly acceptable to others. So although
put controls on child accounts but share apps \ surreptitiously or with no advance warning, devices’ parental controls will help to keep your
and other purchases with them too. Search ~ don’t be surprised if your child tries to find a child safe online, they work best side by side
‘family sharing’ at https:/[support.apple.com. t way around them. with good old-fashioned parental vigilance.

s
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Meet Our Expert

Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's appeared regularly as
a technology pundit on television and radio, including on
Newsnight, Radio 5 Live and ITV News at Ten. He has two children
and writes regularly about internet safety issues.
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What Parents & Carers Need to Know about

. SPOITIEY

Spotify,is a digital music, podcast and video service whichgives users access to millions of songs and
ya other,content from creators alllover,the world:Since/launching|in’2008, Spotify, has revolutionised the
way musicis/listened to:/it now offers the ability,to manage.and 'share more than|100/million tracks
W"\AT ARE and five/million|podcastiseries, plus/personalised recommendations, new,release updates and
T\.\E R,SKS? the option to create collaborative playlists. As of February,2023, it is the world’s/most
popular audio streaming/subscription/service with/489 million users globally.

-

AGE-INAPPROPRIATE
PODCASTS

Spotify’s podcast communit
has grown exponentially and it’s
become a popular base for millions
of users to listen to shows, stories,
interviews and more — with content
covering an array of topics. This
includes some material which isn‘t
suitable for minors, including audio
which is obviously adult-themed,
but can be just as easily accessed
as everything else.

- «ll” 1 r— |

ACCESS TO
SPOTIFY LINE

If your child has a Spotify account,
they’ll also be able to access the
platform’s audio-only chat service:
Spotify Live. While it's a separate
stand-alone app, Spotify Live allows
people to listen to live discussions
on the main Spotify platform and,
more notably, lets users enter
virtual rooms to chat with other
users, opening up direct
conversations with strangers and
individuals who might not
necessarily be there for the right
reasons.

EXPLICIT LYRICS

As per Spotify’s terms and
conditions, people need to be at
least 13 to use it. That said, the
platform doesn’t censor lyrics
unless instructed to do so in the
settings - so it’s worth noting that
young teenagers could still be
exposed to age-inappropriate
songs which contain explicit
references to sexual behaviour,
violence, discriminatory language
and swearing.

§§gg

) =/ >
GROOMING TACTICS

Although Spotify doesn’t come with
dedicated chat functionality,
concerns were raised in January
2023 after reports of an 11-year-old
girl being coerced into sharin
explicit pictures of herself on the
platform. The case highlighted
predators’ tactics of sharing empty
playlists with other users: their
messages were being exchanged
undetected through edited song
titles and descriptions, bypassing
security measures.

OVERSHARING

Spotify provides a perfect way to
play music, with the ability to
connect to another device, such as a [
Bluetooth speaker or an in-car . 4
stereo. While this is a useful feature,

it's also easy to forget your

surroundings and ina vertentIyPIay

content which isn’t appropriate
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SWAP TO SPOTIFY KIDS TALK ABOUT THE RISKS
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If you're concerned about what your child might hear while streaming As with any platform, it’s good practice to talk to your child about

music, Spotify Kids is a separate, ad-free service specifically designed what they should be aware of when using Spotify. For instance, it's

for children aged 12 and under. It allows younger users to enjoy important they're aware never to share any personal information with
human-curated, child-friendly content (such as music and audiobooks) and strangers, and what they should do if the?l're exposed to inappropriate

is available to users with a Spotify Premium Family subscription - meaning content. Encourage them to think critically about what they see and hear
that parents can view and manage the content their child listens to. so that they feel comfortable raising any concerns with you.

CENSOR EXPLICIT CONTENT @ KEEP AN EYE OUT 99

Regardless of what type of account your child uses to access Spotify, ) If you're concerned that your child is spending too much time on

there is an option to turn off explicit content in the settings — greying CENSORE Spotify or you’'ve noticed they're being particularly secretive about how

out all songs marked with an ‘E’ tag. If your child has their own . they're using it, encourage them to talk about what they’re listening to. It's
individual account, it's easier for them to turn it back on — whereas with always prudent to show an interest in their online habits from the outset — so
a family plan, you‘re in control and your child can’t alter the setting you're confident they're using apps and services in the right way, for the right
without knowing the password. reasons, and they’'re not being drawn into anything they shouldn’t be.
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. Source:https:/[newsroom.spotify.com/company-infof | https:/fwww.spotify.com/privacy/files/Parental_Guide.pdf | https://www.sp?tify.com/us/Iive/ E HwakeUPWEdneSdag

https:ﬁwww.mc ncheste reveningnews.co,uk}'newsfgreuter—mcn chester—newsfpolice—confirm—i nvestigation-launched-after-25916035

Meet Our Expert

Carly Page is an experienced technology journalist with a
track record of more than 10 years in the industry. Previously.
the editor of tech tabloid The Inquirer, Carly is now a
freelance technology journalist, editor and consultant.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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ALWAYS ONLINE

L World of Warcraft is an MMORPG,
-+ which stands for Massively
"** MultlpIaYer Online Role-Playing
.~ Game. Players create a character and
. head off on mythical quests to earn
~ rewards and become more powerful.
The game’s environment is absolutely
vast, and it can onlx be played online
on PC or Mac - so there’s a high
- probability of young Warcraft fans
| wanting to monopolise the family
| computer.

REGULAR EXPANSIONS

As is common with many MMORPGs,
World of Warcraft’s developers,
Blizzard, release re%ulqr expanswns
for the game (usu ever

months to two years). So a though
there’s still plenty of content for
young players to experience ri g
now, there will almost inevitably be a W
requirement to continue buyln v b g
future expansion packs, which tend '

to cost around £50. DY w

IN-GAME PURCHASES
AND SUBSCRIPTIONS

Just like its genre contemporary

Final Fantasy X1V, World of Warcraft

reqwres a monthly subscription fee to
. It's currently £9.99 per month

? It ough you can get it cheaper b

signing up to a longer subscription).

There are also many items which can

be purchased from the in-game store \

that don't affect gameplay, but

instead offer cosmetic alterations to a

player’s character.

\il& vice for Parents & Cérers
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VOICE AND TEXT CHAT |

Because World of Warcraft is

played exclusively on PCs and

Macs, it's easy for users to type

out text messages if they aren’t

comfortable using voice chat. If you’ll

forgive the pun, that’s a double-edged

- sword becduse — although there’s less
chance of them being harassed

verbally - it puts young players at

increased risk of being trolled or

receiving spam through the in-game

messaging function.

SIMULATED VIOLENCE

The fact that World of Warcraft is
almost 20 years old means that even
its most violent battles look slightly
cartoonish compared with the level of
~ authenticity in many more modern

: games. The exception tends to be

+ 1 Warcraft's in-game cutscenes:

* ' animated sections which move the

plot onto the next stage. These offer
more realistic visuals, but they still

aren‘t overly gory or SCGI’Y
i ﬁ

POTENTIALFOR ==
ADDICTION

World of Warcraft can trigger a
powerful “just one more quest”
mentality in players (especially
young ones) as they rush to secure
the next dopamine hit from levelling
their character up or earning a new
item or weapon. It's also a gqme that
doesn't have a definite ‘en

because as soon as a player finishes
levelling up one character, they can
start afresh with another one.

.
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Meet Our Expert

Lioyd Coombes is Games Editor of technology and entertainment website
Dexerto and has been working in the gaming media for three years. A
long-time gaming enthusiast, he is also a parent and therefore a keen
advocate of online safety. Writing mainly about tech and fitness, his articles
have also been published oninfluential sites including IGN and TechRadar,
among others.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Call of Duty is undeniably one of the most recognisable video games on the planet. The first
game was released for the PC way back in 2003, and the franchise has spawned a whopping 16
titles to date, and featured on almost 20 gaming consoles and devices. Despite being one of the
most popular games on the market, CoD has never been a stranger to controversy; themes of
war, terrorism and other adult subjects parents and guardians might feel uncomfortable
exposing their children to, have always been a part of the series. The latest iteration, Call of
Duty: Modern Warfare, is no different, even doubling down on some of these mature themes.
So with that in mind, here’s a helpful guide to aid you in navigating the world of Call of Duty.

18+

If under 18, supervision
of a parent or legal
guardian required.

What parents need to know about

"f CALL OF DUTY

@ INCREDIBLY RAW CAMPAIGN

The single player campaign in Call of Duty: Modern Warfare focuses
around a war in the fictitious Middle Eastern country of Urzikstan. It
features special forces operations, large open battles, chemical

VIOLENCE AND GRAPHIC CONTENT

Call of Duty has been given an 18+ rating due
to “violence against vulnerable and
defenceless characters, motiveless killing of

innocent characters, graphic violence and weapons and torture. Infinity Ward (who developed the game) have .
use of strong language.” Despite the rating, gone on record saying this is the most realistic and grounded game
the game is still extremely popular amongst they’ve ever made, so it stands to reason that the campaign has .

under 18’s who could be exposed to violent
themes or foul language that parents and
carers may not deem suitable or age
appropriate for their children.

CHATTING TO STRANGERS

By far the biggest pull for players to Call of Duty is the
expansive multiplayer. As well as offering up a wide variety of .
competitive game modes, Modern Warfare also includes some .
co-op gameplay modes. Ideally, this means players and

children can join a group with their friends and play together

- - !
world 'and, with no filter, the language used may often be c

generated a huge amount of controversy, especially in today’s
heated political climate. While younger players might not fully
grasp what’s going on on screen, it’s bound to raise some

uncomfortable questions if they’re left to play it unsupervised.

ADDICTIVE NATURE

Call of Duty: Modern Warfare has promised to be

the best yet. The game features a number of new ®
game modes and now includes crossplay for the

first time, whereby players can now play each

other across any device (i.e. Xbox, Playstation or

PC). As always tends to be the case when a new

game is released, players spend large amounts of

time getting to grips with the new features and the

repetitive nature of COD means children can find it

difficult to stop playing and realise their limits.

online. However, players can play against or with anyone in the
inappropriate for young children. Due to the competitive A
nature of gaming and the fact conversations are not 2
moderated, your child could also be at risk of cyberbullying.

| &d

LOOT BOXES SWAPPED FOR BATTLE PASSES

Previous versions of Call of Duty have included ‘loot boxes; which have been widely discussed in the news and are considered by critics to essentially promote a form gambling. o
Players could unlock items as they progress but wouldn’t know what they were purchasing beforehand. Modern Warfare however has swapped loot boxes for‘battle passes.
This means a greater level of transparency as players know exactly what they are buying, how they will be unlocked and when they will receive them in the game.
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children. While you could argue that most of the horrific scenes are in the single
player campaign, and you can just play multiplayer and co-op to avoid them,
those modes are not without their shortcomings. For example, one of the
killstreaks you can attain in multiplayer is white phosphorus - a chemical
weapon that can do indescribable things to the human body. This really comes
down to the personal judgement of the adult, and the emotional maturity of the
child, but if there’s still any doubt, stick to the PEGI rating - it’s there for a reason.

STICKTO THE PEGI RATING 1 8

It really can’t be stressed enough how much this game is not for younger
www.pegi.info

STAY SAFE DURING IN-GAME CHAT

By default, Modern Warfare allows multiplayer in-game lobbies to have an open
chat feature. This basically means that anybody in the lobby with a mic can hopin
and say whatever they like. Naturally, this could lead to some profane language or
undesirable viewpoints being expressed. Turning this off is as simple as going to
the game options, clicking the audio tab, then setting voice chat to off. Be aware
that this also disables the mic on your end too, so the safest and best option is
always to make sure children are in a party with their friends before they start the
game, then they can still chat to each other without outside interruption.
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Mark Foster has worked in the gaming industry for 5
years as a writer, editor and presenter. He is the current
gaming editor of two of the biggest gaming news sites in
the world, UNILAD Gaming and GAMINGbible. Starting
gaming from a young age with his siblings, he has a
passion for understanding how games and tech work,
but more importantly, how to make them safe and fun.

Twitter - @natonlinesafety

BE WARY OF GORE AND VIOLENCE

There’s no getting around the fact that this is an

incredibly realistic game, from the themes down

to the gameplay, and that includes the amount

of gore in the game. While there is an option to

disable dismemberment of bodies in the game

(options > general > dismemberment off) it still

includes a rather visceral amount of violence

that is prevalent throughout. &

TALKTO YOUR CHILDREN ABOUT THE THEMES

Modern Warfare at its heart, is a game about good vs bad and the grey areas in
between. Morally complex characters and situations are more prevalent in today’s
modern age than they’ve ever been before, and it does carry some important political
and social commentary. If you're okay letting children play the game, it’s definitely
worth sitting down with them to discuss the themes and why it's important to approach

them critically. For example, Captain Price is clearly a good character, but he does
questionable things in order to achieve his goals. Does this make him a bad character? <

If kids are old enough to see these situations, they’re old enough to question why. ‘ I
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.11.2019
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